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Introduction

The shift towards remote working has become increasingly prevalent,
offering numerous benefits such as flexibility, reduced commuting time,
and enhanced work-life balance. However, it also introduces a unique set
of risks and challenges that must be carefully managed to ensure the
safety and well-being of employees.

This risk assessment aims to identify potential hazards associated with
working from home and provide practical measures to mitigate these risks.

In this assessment, we will explore various aspects of the home working
environment, including ergonomic considerations, mental health impacts,
and cybersecurity threats.

By systematically evaluating these factors, we can develop comprehensive
strategies to support our remote workforce, ensuring they remain
productive, healthy, and secure while working from home.

001 | Ergonomic Hazards: Employees; | Provision of adjustable chairs, 3 12| 6 | M| Itmaynotbe possible to 2 11]2
Poor workstation setup; Contractors | equipment and monitor stands. undertake home assessments. L
Poor seating; Unsuitable screen However the US H&S Policy
/ monitor height; Incorrect Encourage regular breaks and and Procedure document
mouse / keyboard alignment: proper posture. provides guidance to conduct a
self assessment.
Poor heating, lighting,
ventilation. In some cases employees are
encouraged to send pictures of
All of the above could lead to their workstation to help
musculoskeletal issues, possible identify an issue.
headaches and eye strain.
Key: S = Severity L = Likelihood SxL=R: R = Residual Risk Rating or Priority
5 — Fatality 5 — Certain 1 -4 Low Priority. Action required to reduce risk. Time effort & cost proportionate to risk.
4 — Major Injury 4 — Very Likely 5-10 . Action required soon to control. Interim measures may be required.
3 — Up to three days injury 3 — Likely 11-16 High Priority. Urgent action required. Further resources may be needed.
2 — Minor Injury (treatment off site) 2 — May happen 17-25 Very High Priority. Immediate action required. Extra resources likely to be required.
1 — Minor Injury (treatment on-site) 1 - Unlikely Page 1 of 6




Location / Activities Assessment

General H&S Risk Assessment

Date: Assessed by: Description: Assessment No: Home Work
07-Nov-2024 Andrew Brayam Working from Home Review Date: Annual
or earlier if significant changes
) Who or what Record any preventative and 2 | What further action could be taken | Revised Risk
Ref: What has the potential to cause may be rotective measures already in 5 to remove or reduce risk?
harm (hazard)? y P y = - . s L R
affected? place and / or recommend actions. a Responsible Person to sign-off.

002 | Electrical Hazards: Employees; | Employees are encouraged to M 1 Portable (electrical) 2 113
Faulty wiring or overloaded Contractors | visually inspect appliances on Appliances, cables, plug-ins L
sockets. a regular basis and report etc to be recalled for annual

findings to their manager. PAT testing.
Loose connections.
Repairs on electrical Failed items to be repaired or
Daisy chaining extension leads equipment must only be replaced as needed.
— too many plugged-in. carried out by competent Employees to be informed
people. regarding overloading sockets.
Trip-over trailing cables.
Avoid overloading sockets and
use surge protectors.

003 | Fire Hazards: Employees; | Ensure flammable items are M
Flammable materials and Contractors | kept away from sources of
inadequate fire safety measures. heat.

Hot surfaces - portable heating Ensure trailing cables are

faulty wiring. secure and do not provide trip
hazards.

Faulty or no smoke detectors.
Where provided smoke
detectors must be tested
monthly and batteries renewed
when needed.
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4 — Major Injury 4 — Very Likely 5-10 . Action required soon to control. Interim measures may be required.

3 — Up to three days injury 3 — Likely 11-16 High Priority. Urgent action required. Further resources may be needed.
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Ensure ability to evacuate the
premises safely in the event of
an emergency.
004 | Slips, Trips, and Falls: Employees; | Ensure work spaces are clutter | 2 | 2 | 4 | L
Contractors | free. Store bags so that
Cluttered areas, handles do not cause trips.
Loose carpet or rugs, Remove loose packaging
Uneven flooring, material.
Wet floors
Tack down / adhere loose
All have the potential to cause carpet or rugs.
trips slips and falls.
Avoid walking on wet or freshly
cleaned floors.
005 | Stress and Mental Health: Employees; | Managers must keep in touch 3 |1 3 | 9 | H | Promote a healthy work-life 2124
High workloads, Contractors | with employees working from balance, provide access to -
Poor work-life balance, home remotely for ongoing mental health resources, and
Lack of support o periods of time. encourage open
Lack of communication. communication.
i Ensure workloads and targets
_Faulty equment /' software / are manageable and controlled.
internet connections.
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Ensure equipment and Where possible provide
software are working and technical assistance with
understood. internet support.

06 | Manual Handling: Employees; | Other than first startingup this | 4 | 1 | 4 | L | If manual handling tasks are 3 |13
Lifting and moving office Contractors | js g very rare occurrence for frequently needed provide -
SUplees or equipment. home office WOfking. training on safe lifting

Use correct manual handling techniques.
techniques.

Ask for help.

If needed use mechanical

equipment e.g. a trolley for

heavy items.

07 | Cyber Hazards — Working Employees; 4 | 3 | 12| H | Implementall suggestedcontrol | 3 | 2 | 6

from Home: Contractors - measures.
Some Examples Conduct regular phishing

awareness training. Implement Refer to IT Dept document —
Phishing Attacks - Employees email filtering solutions. . }
may receive fraudulent emails Encourage reporting of IT Governance Document
attempting to steal sensitive suspicious emails.
information.

Key: S = Severity L = Likelihood SxL=R: R = Residual Risk Rating or Priority

5 — Fatality 5 — Certain 1 -4 Low Priority. Action required to reduce risk. Time effort & cost proportionate to risk.

4 — Major Injury 4 — Very Likely 5-10 . Action required soon to control. Interim measures may be required.

3 — Up to three days injury 3 — Likely 11-16 High Priority. Urgent action required. Further resources may be needed.

2 — Minor Injury (treatment off site) 2 — May happen 17-25 Very High Priority. Immediate action required. Extra resources likely to be required.
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Use VPNs for secure
Unsecured Wi-Fi Networks - connections. Educate
Home networks may lack the employees on securing their
SeCUI‘Ity measures Of Corporate home networks_ Provide
networks. guidelines for setting strong
Wi-Fi passwords.
Weak Passwords - Employees Enforce strong password
may use weak or reused policies. Implement multi-factor
passwords, increasing the risk of authentication (MFA). Use
unauthorised access. password managers to
generate and store complex
passwords.
Unpatched Software - Outdated Regularly update and patch all
shoftware can h_aV(Ia vuInIer_abllltles software. Use automated patch
that cybercriminals exploit. management tools. Educate
employees on the importance
of updates.
Data Leakage - Sensitive data Implement data encryption for
may be exposed through sensitive information.
unsecured devices or improper
handling.
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5 — Fatality 5 — Certain 1 -4 Low Priority. Action required to reduce risk. Time effort & cost proportionate to risk.
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3 — Up to three days injury 3 — Likely 11-16 High Priority. Urgent action required. Further resources may be needed.
2 — Minor Injury (treatment off site) 2 — May happen 17-25 Very High Priority. Immediate action required. Extra resources likely to be required.
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Use secure file-sharing
solutions.
Provide training on data
handling and security
protocols.
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